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NWS: EHB-6, Maintenance Note 39
DoD: TO 31P1-4-108-615

SUBJECT

MSCF and RDA Remote Terminal Security Procedures.

PURPOSE

Due to a security breach at a NEXRAD site, security procedures must be implemented to
prevent future incidents. The procedures listed in attachment 1 are temporary until
further guidance is provided.

For additional information concerning this document, contact the Radar Operations
Center (ROC) Hotline, Norman, OK; phone number: (800) 643-3363 or (405) 366-2980 or
by e-mail at NEXRAD.Hotline@noaa.gov. An electronic copy of this document can be
found at the following Internet address:
WWWw.roc.noaa.gov/ssb/sysdoc/techman/tmlinks.asp

SITES AFFECTED

See ATTACHMENT 2.

ESTIMATED COMPLETION DATE

This maintenance action must be completed and reported immediately after receipt of this
document.

EQUIPMENT AFFECTED
Radar Product Generator Group.

Radar Data Acquisition Group.

SPARES AFFECTED

Not applicable.

MODIFICATION ACCOMPLISHED BY

Site electronics technicians will perform this modification. Two technicians are required to
perform this action.

MATERIAL REQUIRED

Not applicable.


mailto:NEXRAD.Hotline@noaa.gov
http://www.roc.noaa.gov/ssb/sysdoc/techman/tmlinks.asp

10.

11.

12.

13.

14.

15.

NWS: EHB-6, Maintenance Note 39
DoD: TO 31P1-4-108-615

SOURCE OF MATERIALS

Not applicable.

SPECIAL TOOLS AND TEST EQUIPMENT REQUIRED

Not applicable.

TIME AND PERSONNEL REQUIRED

Work Phases Work-hours
Unpacking 0.0
Disassembly 15
Installation 0.0
Assembly 0.0
Operational Check 15
Total Work-hours .30
DOCUMENTS AFFECTED

Not applicable.

VERIFICATION STATEMENT

This modification was successfully tested at the Radar Operations Center.

DISPOSITION OF REMOVED AND REPLACED PARTS/MATERIALS

Cable 71W902A will remain disconnected (not to be removed from the site) until further
guidance is given.

Cable 5/105W902 will remain disconnected (not to be removed from the site) until further
guidance is given.

Cable 32W900 will remain disconnected (not to be removed from the site) until further
guidance is given.
PROCEDURES

Perform the procedures in ATTACHMENT 1.

4



16.

17.

18.

19.

NWS: EHB-6, Maintenance Note 39
DoD: TO 31P1-4-108-615

FAA DISTRIBUTION

Not applicable.

CHANGES TO TABLE OF CONTENTS (FAA)

Not applicable.

RECOMMENDATIONS FOR CHANGES (FAA)

Not applicable.

REPORTING INSTRUCTIONS
a. NWS

Report completed maintenance action on WS Form A-26, Engineering Management
Reporting System Maintenance Record, according to the instructions in NWS Instruction
(NWSI) 30-2104, Engineering Management Reporting System (EMRS), part 2 and
Appendix E. Include the following information on the WS Form A-26:

- An Equipment Code of RDA in Block 7.

- The appropriate serial number in Block 8.

- A Mod No. of M39 in Block 17a.

A sample EMRS report is provided as ATTACHMENT 4.
b. DoD

Update the AFTO Form 95 to show TCTO compliance. Report TCTO compliance in
accordance with TO 00-20-2, Table 3-10, Rule 9.

Complete ATTACHMENT 3, and return the information to the ROC by one of the four
methods below:

(1) Mail Address: Program Branch, Retrofit Management Team
WSR-88D Radar Operations Center
3200 Marshall Ave., Suite 101
Norman, Oklahoma 73072-8028

(2) Fax Number: (405) 366-6553
ATTN: Retrofit Management Team

(3) E-mail Address: NEXRAD.Logistics@noaa.gov

(4) Web Version: http://www.roc.noaa.gov/ssb/logistics/completion.asp


mailto:NEXRAD.Logistics@noaa.gov
http://www.roc.noaa.gov/ssb/logistics/completion.asp

NWS: EHB-6, Maintenance Note 39
DoD: TO 31P1-4-108-615

ATTACHMENT 1

MSCF CABLE DISCONNECT AND RDA MAINTENANCE TERMINAL PASSWORD CHANGE
PROCEDURE

1. At ALL DoD and NWS single channel sites only, perform the following steps:
NOTE
The following cables will remain disconnected until further

guidance is given. This prevents intruders from accessing the
MSCF and RDA.

a. Atthe MSCEF, disconnect cable 71W902A from the rear of the MSCF CPU. NWS sites will
need to disconnect cable 71W902A for all DoD MSCFs under their control.

b. Atthe RDA MMI terminal CPU, disconnect cable 5/105W902 from the rear of the RDA
Remote Access Terminal 5A32. Itis the TELCO port.

2. NWS Redundant Sites only: Perform the following steps:
NOTE
Before performing the following steps, ensure the active RDA
channel is set to channel 2, and that RDA channel 2 is the active
channel during normal operations. If RDA channel 2 has a critical

failure, it will automatically switch to channel 1.

a. Atthe RDA Remote Maintenance Terminal, disconnect cable 32W900 from the rear of the
RDA Remote Maintenance Terminal CPU UD32A9. Itis the TELCO port.

b. Atthe RDA MMI terminal CPU, disconnect cable 5/105W902A from the rear of the RDA
Remote Terminal 5A38. It is the TELCO port.
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NWS: EHB-6, Maintenance Note 39
DoD: TO 31P1-4-108-615

ATTACHMENT 3

MSCF AND RDA DIAL IN SECURITY COMPLETION FORM

wekixks DOD Only will complete and return this form ****+x*
NWS report completion through EMRS

Site Name:

Site Identifier:

Total Time to Complete this Modification Document:

Technician’s Name(s):

Technician’s Phone Number:

Date Completed:

Problem(s) Encountered:

Upon completion of this form, return the information to the ROC using one of the four methods
below:

1. Mailing Address:  Program Branch, Retrofit Management Team
WSR-88D Radar Operations Center
3200 Marshall Ave., Suite 101
Norman, OK 73072-8028

2. FAX Number: (405) 366-6553
ATTN: Retrofit Management Team

3. E-mail Address:  NEXRAD.Logistics@noaa.gov

4. Web Version: http://www.roc.noaa.gov/ssb/logistics/complete/


mailto:NEXRAD.Logistics@noaa.gov
http://www.roc.noaa.gov/ssb/logistics/complete/

Attachment 4 - Sample EMRS Report

" Routine ™ Not Applicable

5. Maintenance Description| 452 | characters left RADAR WSR-BBD

Mew AZE  CommitA26 Flace onHold  CopyA26  Deleie 426 Detail Report Document SUmmaEn Help =)
-GENERAL INFORMATION
| MEW RECORD Wro™* IMH}{ ﬂ Document Ho.* |ru1H}{31 114000
1. Open Date Open Time 2.0pinttials 3. Response Priority 4, Close Date Close Time
1142003 [FE+][oa:00 [wrsH C Immediate ¢ Low [11r142003  [FEe][oe:30

|MSCF and RDA Remote Terminal Security Procedures

=

-EQUIPMENT INFORMATION

[For Black 12 use only]
-12. EQUIPMENT OPERATIONAL STATUS TIMES

6. Station ID® 7. Equipment Code 8. Serial Numhber 9. TM 10. AT 11. How Mal
| [Roa #| [wazsaary 2 [E #f[m 2 [oss s
Alert: Time Remaining: 00

I
Partially Operational | Mot Operational
a. Fully Operational b. Logistic Delay c. All Other d. Logistic Delay e, All Other
Hours Minutes Haours Minutes Hours Minutes Haours Minutes Hours Minutes

| [ a0 I | I | | I

-13. PARTS USAGE and CONFIGURATION MANAGEMENT REPORTING

ASN

I‘u‘enuur Part No. Serial Number Serial Humber e |
i{New Part) {Old Part) (Mew Part)

| El | |

Delete Row I

-14. WORKLOAD INFORMATION

a. Routine : h. Non-Routine c. Travel d. Misc

e. Overtime

Hours Minutes Haours Minstes Hours Miristes Hours Minutes Hours Minutes

[T [ [ [ | [ of =0 | ]

-MISCELLANEQUS INFORMATION

15. Maintenance Comments | 657  characters left

Implemented sercurity procedures atthe RDA and on the MSCF AW, NEXRAD Maintenance Mote 39

‘_I 16. Tech Initials

LA T

-17. SPECIAL PURPOSE REPORTING INFORMATION

a. Mod MHo. h. Mod ActDeact Date  c. Block C d. Trouble Ticket No. e. Block E
{aa [11a2003 [ | |
Commit AZE | Place on Hold | Copy A2A | Blew AZR | cancel -
& RRET -

D-1




	1. At ALL DoD and NWS single channel sites only, perform the following steps:
	NOTE
	a. At the MSCF, disconnect cable 71W902A from the rear of the MSCF CPU. NWS sites will need to disconnect cable 71W902A for all DoD MSCFs under their control.
	b. At the RDA MMI terminal CPU, disconnect cable 5/105W902 from the rear of the RDA Remote Access Terminal 5A32. It is the TELCO port.

	2. NWS Redundant Sites only: Perform the following steps:
	NOTE
	a. At the RDA Remote Maintenance Terminal, disconnect cable 32W900 from the rear of the RDA Remote Maintenance Terminal CPU UD32A9. It is the TELCO port.
	b. At the RDA MMI terminal CPU, disconnect cable 5/105W902A from the rear of the RDA Remote Terminal 5A38. It is the TELCO port.
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